HomuTHKa KOHPUICHIHAIBHOCTH

1. O6uue nosoxeHNst

Hacrosmas Ilonutnka KoHGUICHIMATBHOCTH MEPCOHANBHBIX JIAHHBIX MOJb30BaTENEH
caiita (erepaJIbHOr0 TOCYAaPCTBEHHOTO OI0/PKETHOTO 00pa30BaTENbHOIO YUPEKICHHUS BBICIIETO
obOpazoBanusi «/BaHOBCKHMI TOCYJapCTBEHHBIH JHEPreTUYECKUM yHUBepcuUTeT uMeHu B.U.
Jlenuna» («MI'DY»), nanee no texcry —I[lomutuka, ompeznenser oOumue ycioBus oOpabOTKH
NepCOHANbHBIX JaHHbIX [loibp3oBaTens, KOTopble MOryT ObITh mnepenanbl Ilomb3oBarenem c
UCIIONIb30BaHUEM caiita http://ispu.ru (manee —Caiir).

Hacrosmas Ilonmutrka pa3zpaborana ¢ yderom TpeboBanmii Konctutynum Poccuiickoit
@enepanyy, 3aKOHOAATEIBHBIX M HHBIX HOPMAaTUBHBIX IIPABOBBIX aKTOB Poccuiickoin
®enepanyil B 00J1aCTH MEPCOHATBHBIX JAHHBIX.

2. CniMcok TEpPMHHOB U onpeaeIeHuii

[lepconanbHble naHHBIE — JI00ast WH(GOPMAIHS, OTHOCALIASCS NMPSIMO WM KOCBEHHO K
onpeneneHHoMy WK ompenensemoMmy Ilonp3oBarento (CyObeKTy MMEpPCOHAIbHBIX JAHHBIX),
KOTOpast MOXKeT ObITh mepenana [lonp3oBaTenem, nucnonp3yonmm CauT.

[Tonmp30Batens — PU3NIECKOE JIHIIO, ABISIONIEECs monbp3oBareneM Caiira.

CaiiT — HHTEpHET-pecypc, pacioioKeHHbIi B cetr MHTepHeT Mo axpecy: http:/ispu.ru.

Omneparop — «MI'DVY», ocymecTBisitomuii 00pabOTKy IEPCOHANBHBIX JIaHHBIX
ITons30Barens.

O0paboTka NepCOHANBHBIX JaHHBIX — JIF000E JeiicTBhe (omepamnus) Wik COBOKYITHOCTb
neiictBuil (onepanuii) Oneparopa, COBEpIIAEMBIX C UCIIOJIB30BAHUEM CPEJICTB aBTOMATH3ALMU U
(umm) Ge3 MCIONB30BaHMS TAKUX CPEICTB C IIEPCOHANBHBIMU JaHHBIMH [lonbp30Baresns, BKIrOUas
cOop, 3anuch, CUCTEMATU3ALMIO, HAKOIUJICHNE, XpaHEeHUe, yTOUHeHue (0OHOBIIEHUE, U3MEHEHUE),
U3BJICUCHNE, HWCIIONB30BaHNUE, TMepefady (pacrnpocTpaHeHHe, TMPEeNOCTaBICHUE, JJOCTYI),
o0e3nuuuBaHue, OJOKUpOBaHHWE, YAAJEHHE, YHUUYTOXKEHHE  TEPCOHAIBHBIX  JAHHBIX
ITonb3oBarens.

—ABTOMaTH3UpPOBaHHas 00pabOTKa MEPCOHATBHBIX JTAHHBIX—OOpPabOTKa MEPCOHATbHBIX
JTAHHBIX C MIOMOIIBIO CPEJICTB BHIYHCITUTEIBHON TEXHUKH.

—HeaBTromaru3upoBanHas 00paboTKa MEPCOHATBHBIX JaHHBIX—00PaOOTKa NePCOHATBHBIX
JTAaHHBIX 0€3 UCIOJIb30BAHNUS CPEACTB aBTOMATH3AIIHH.

—PacnpocTpanenue TnepcoOHANBHBIX TaHHBIX—/ICHCTBHS, HANpPaBJICHHbIE HAa PACKPBITHE
NepcoHaNbHbIX AaHHBIX [losb30BaTens HeonpeaeIeHHOMY KpYTY JIUIL.

—IIpenocraBienne MepCOHANBHBIX JTaHHBIX—CHCTBUS, HANpaBIIEHHbIE HAa PACKpPBITHE
NePCOHANBHBIX JaHHBIX [loJIb30BaTENs OMpeIeIEHHOMY JIMIY WJIH OTIPEICICHHOMY KPYTY JIHUIL.

—bnokupoBanne MepCOHANBHBIX JAHHBIX—BPEMEHHOE IpeKpalieHne o0paboTKu
nepcoHabHBIX JaHHBIX [lonb3oBaTens (3a UCKIIOUEHNEM CIIy4aeB, eciii 00paboTka HeoOxoauMa
JUIS yTOUHEHHS IEPCOHAIBHBIX JAHHBIX ).

—YHHUUYTOXKEHHE TTEPCOHABHBIX TAHHBIX—IICHCTBHSA, B PE3YNIbTaTe KOTOPBIX CTaHOBHTCS
HEBO3MOXXHBIM ~ BOCCTAaHOBUTH COJICp)KaHWE TIEPCOHANBHBIX JaHHBIX [lomp3oBarenst B
UHPOPMALIMOHHOM CHCTEME TMEpPCOHAIBHBIX JAaHHBIX M (MJIM) B pe3ysbTaTe KOTOPBIX
YHAYTOXKAIOTCS MaTepHaIbHbIE HOCHTEIH NMEPCOHATBHBIX JaHHBIX.

—Tpancrpann4Has nepejada MepCOHAIbHBIX JaHHBIX—TIEpeaya MepCOHANbHBIX JaHHbBIX
Ha TEPPUTOPHUI0O WHOCTPAHHOTO TOCYAAapCTBa OpPraHy BIACTH HWHOCTPAHHOTO TOCYIapCTBa,
MHOCTPAaHHOMY (PU3UYECKOMY JIMILY UM HHOCTPAHHOMY IOPHINYECKOMY JIMILY.

—Wudopmannonnas cucreMa NepCOHATBHBIX JaHHBIX—COBOKYITHOCTh COJEPIKAIINXCS B
0a3ax JaHHBIX MEPCOHANBHBIX JAHHBIX W OOECHEeYMBaIOIIUX UX 00pabOTKy MH(OPMALMOHHBIX
TEXHOJIOTUH U TEXHUYECKUX CPEJCTB.



3. Cy0BbeKThI epCOHATBLHBIX JAHHBIX
Omneparop ocymiecTBisieT 00pabOTKy MEPCOHANBHBIX MAHHBIX CIEAYIONIMX KaTeropuil
CyOBEKTOB: (pH3UUECKOE JIHIIO, SBIIstOIeecs ob3oBareneM Caiita (ITonp3oBarens).

4. lenau 06padOTKH MEPCOHATBHBIX TAHHBIX

OOpaboTka TEpCOHAIBHBIX JaHHBIX [loyb30BaTeNsi OCYMIECTBISETCS B CISAYIOIIAX
HEJsX

e peructpanuu Ha CaiiTe U Mpe0CTaBICHUN JOCTYIA K €r0 COJACPIKAHUIO;

e o0Opabotku Oneparopom obpamienuit [Tonp3oBareneit.

5. [IpuHIumBr 00pabOTKH MEPCOHATBHBIX JaHHBIX

OOpaboTka mepcOHAIBHBIX AaHHBIX [lomp3oBarenst OCYHIECTBISETCS C  YYETOM
HE00X0IMMOCTH o0ecredyeHusl 3aluThl npaB U cBobox Ilonb3oBatens, B TOM 4Hcie 3alllUThI
IIpaBa HA HEIPUKOCHOBEHHOCTb YAaCTHOM JKHU3HHM, JUYHYIO M CEMEHHYIO TallHy, Ha OCHOBE
CJICAYIOUIMX PUHIIMIIOB.

OO0paboTka NEpPCOHAIBbHBIX JAHHBIX OCYILECTBISETCS Ha 3aKOHHOW WU CIIpaBeAJIMBOMN
OCHOBE.

OOpaboTka MEpCOHAJIbHBIX JAHHBIX OIPAHUYMBAETCA JOCTUKEHHUEM KOHKPETHBIX,
3apaHee ONpe/eNICHHbIX U 3aKOHHBIX 1IeJIeH, yCTaHOBJIEHHBIX HacTosAuel [TonuTrkoi.

He nmomyckaercss 00paboTKa NEepCOHANBHBIX JaHHBIX, HECOBMECTUMAs C LEIsIMU cOopa
NEPCOHAIbHBIX JAHHBIX, YCTAHOBJIEHHBIX HacTosmel [lonutukoi.

He nponyckaercs oO0benuHeHne 0a3 MaHHBIX, COAEPXKAIIMX MEPCOHAIbHBIC JIaHHBIC,
00paboTKa KOTOPBIX OCYILECTBIISAETCS B LEJIAX, HECOBMECTHUMBIX MEXy COOOH.

O6paboTke ToAJIekKAT TOJIBKO MEPCOHAIBHBIC JAaHHBIE, KOTOPHIE OTBEYAIOT IEISAM HX
00paboTKu.

Copepxanne M 00beM 00pabaTbIBa€MbIX IE€PCOHAIBHBIX JAHHBIX COOTBETCTBYIOT
3asBJICHHBIM IEJIIM 00paOOTKM M HE SIBJISIOTCS M30BITOYHBIMU MO OTHOIIEHHUIO K 3asBJICHHBIM
LeJsIM UX 00padoTKHU.

IIpu 00paboTke NepCOHANBHBIX JAaHHBIX OOECIEYMBAETCS TOYHOCTh MEPCOHAIBHBIX
JAHHBIX, UX JIOCTaTOYHOCTD.

[TpuHumaroTcst HEOOXOAMMbIE MEphl MO YNAIECHUIO WIM YTOUHEHHWIO HETIOJIHBIX, WU
HETOYHBIX JTaHHBIX.

XpaHeHHe TMEpPCOHATBbHBIX JaHHBIX OCYLIECTBIsETCS B (opme, MO3BOJSIOIIECH
OTNpeAENUTh CyObeKTa MEPCOHATBHBIX JAHHBIX, HE JA0JbIIE, YEM 3TOT0 TPEOYIOT 1esn 00paboTKu
NEPCOHANBHBIX JIaHHBIX, €CJIM WHOW CPOK XpaHEHUs MEePCOHAIBHBIX JaHHBIX HE YCTaHOBJIEH
(benepaabHBIM 3aKOHOM)

OO6pabatpiBaeMble TEPCOHANBHBIC aHHBIC MO TOCTIXKCHHH Ieleil 00paboTKM Wi B
cilyyae yTpaTbl HEOOXOAMMOCTH B JOCTHXKEHMM 3THX IEJieH, €ciu MHOe HEe MPeayCMOTPEHO
(benepaabHBIM 3aKOHOM TOJJISKAT YHHUTOKESHUIO JTHOO0 00€3TMUNBAHUIO.

6. CocTaB mepcoOHAJBLHBIX JAHHBIX

Omneparop  ocymiecTBIsSieT  00pabOTKy  CIEAYIOIIUX  THEPCOHATBHBIX  JIaHHBIX
[Tons3oBaTens:

o damunus;
Nms;
OTuecTBO;
Tenedon;

AJlpec 3IEKTPOHHOM MOYTHI.

Bo Bpemsa mnocemenust Ilonb3oBatenem Caiita Oneparopy AOCTyIIHa TEXHHYECKas
nH(popMaIys, aBTOMaTUYECKH coOMpaemasi mporpaMMHbBIM obecrieueHneMm Caiita BO BpeMsl €ro
nocemenus. Tak, Bo Bpemsi mnocemieHus [lonp3oBarenem CailTa aBTOMaTHYECKH CTAaHOBUTCSA
JIOCTYITHAa WH(MOpMAIUs U3 CTaHAAPTHHIX KypHAJIOB cepBepa (server logs). Hampumep, IP-anpec



MEPCOHAILHOTO KOMIIbIOTEpa (MpOKCU-cepBepa), umsi MIHTepHeT-npoBaiiiepa, UMs 1OMEHa, TUII
Opaysepa, onepalmoOHHON CUCTEMbI, HHpOpMaIHs o caiite, ¢ Kotoporo [lonb30Barens coBepIImI
nepexoj Ha Caiit, mocenieHHbix [lonp3oBarenem crpanunax Caiita, 1aTe 1 BpEMEHU MOCEUIEHUs
Caiita. Dta uHpopManusi MOXKeT aHalu3upoBaThcs OneparopoM B 00E3IWYECHHOM BHAE IS
aHaym3a nocemaeMoctu Caiita, BRIpaOOTKH MPEATI0KEHUH 110 €r0 ONTUMHU3AINN U PA3BUTHIO.

Omneparop oOpabaTeiBaeT nepcoHanbHble naHHble [lob30BaTeseil ToIbKO B TOM cilydae,
€CJIM OHHM OTBEYAOT LIEJISIM X 00pabOTKH.

OO0paboTka crenuanbHbIX KaTeropuil MEpCOHAIBHBIX TaHHBIX, KACAIOIIUXCS PaCOBOM,
H&LIHOHEUILHOIZ MNPUHAIICIKHOCTH, MOJUTHYCCKUX B3IJIAA0B, PCIIMIHO3HBIX HIIN (1)I/IJIOC0(1)CKI/IX
yOexaAeH, ”THTUMHOM Xu3HU, O1epaTopoM HEe OCYILIECTBISETCS.

7. YcaoBusi 00padoTKH MePCOHAJTLHBIX JAHHBIX

OO6paboTka mepcoHaANBHBIX JaHHBIX OCYIIeCTBisieTcss ¢ cornacust Ilomb3oBatens Ha
00paboTKy ero MepcoHaJbHBIX JAHHBIX, €CIM MHOE HE MPEIyCMOTPEHO 3aKOHOAATeIbCTBOM
Poccuiickoit @enepanuu.

[Tonb3oBarens BbIpaXKaeT CBOE corjiacue Ha OOpabOTKYy MEpPCOHANbHBIX JaHHBIX
Omneparopom, 3aIoyiHAs MO, 0Ipa3yMEeBalOIIe BBOJI IEPCOHAIbHBIX JAHHBIX, IPU YCIOBUU
YCTaHOBJIICHHOM «TaJloOUKW» B COOTBeTcTBytomeM none Ha Caiite: —«Haxumas KHONKY
«OTnpaBuTh», 1 NpuHUMar yciaoBus llomutuku kKoH(UIAEHIMANBHOCTH (THIIEPCCHUTKA Ha
JIOKYMEHT) | J1al0 cBOE coriacue Ha 00paboTKy MOUX MEPCOHANBHBIX JAaHHBIX, B COOTBETCTBUU C
@®enepanbHbiM 3akoHOM 0T 27.07.2006 roma Nel52-®3 «O mnepcoHanbHBIX JaHHBIX», Ha
YCIOBUSAX U JUIA LieJiel, onpeaeneHHbix [lonuTikoil KoH)UIeHITHAIBHOCTI

8. opsimok 00paboTKM NMEPCOHATBHBIX TAHHBIX

Omneparop ocymiecTBiIsieT cOOp, 3alUCh, CHUCTEMATH3AlMI0, HAKOIUIEHWE, XpaHCHWE,
yrouHeHne  (OOHOBJIEHHWE,  HW3MEHEHHE),  HM3BIEYEHHE,  HCIOJb30BaHHE,  Mepenady
(mpenmocTaBieHUe, JOCTYI), 0O0€3MMYMBaHUE, OJOKUpPOBAaHWE, yJaJICHUE U YHUUTOXKCHHE
nepcoHaNbHBIX JaHHBIX [lonbp3oBaTens.

O6paboTka MEPCOHAIbHBIX JAHHBIX, MPEA0CTABICHHBIX [Tonp3oBarenem,
ocymiectBisieTcss OnepaTopoM CIeAyIOUUME CIoco0aMu:

00paboTKa MepCOHATBHBIX JAHHBIX C UCTIOJB30BAHUEM CPEACTB aBTOMATH3AIINH.

9. IlpaBa nmosab3oBaTes

[Tonp30Barenp UMEET IIPABO Ha:

® TIOJIyYEHHE TOJIHOW MH(POpPMAIMM O €Tr0 MEPCOHATBHBIX JTAHHBIX, 00pabaThIBAEMBIX
OrnepaTopom;

® JIOCTYH K CBOMM IE€pPCOHAJIbHBIM JAaHHBIM, BKJIIOYas MPABO Ha MOJYyYEHHUE KOMUHU
T000M 3amucH, coJeprKalield ero nepcoHalbHbIe JaHHBIS, 3 UCKIIOYEHUEM CITyYaes,
YCTaHOBJICHHBIX 3aKOHO1aTeNbcTBOM Poccuiickoit denepannu;

® YTOYHEHHE CBOMX IMEPCOHAIBHBIX JAHHBIX, UX OJIOKMUPOBAHHWE WU YHUUYTOKEHUE B
cly4yae, €Clld TEpCOHAJIbHbIE JaHHBIE SBISIIOTCA HEMOJHBIMU, YCTapEBLIUMHU,
HETOYHBIMU, HE3aKOHHO TIOJIYYCHHBIMH WJIM HE SBJSIOTCS HEOOXOAMMBIMU ISt
3asBJICHHOM HacTogel [TomuTukoi 1enu;

e OT3BIB coryiacus Ha 00pabOTKy MEPCOHALHBIX TAHHBIX;

® T[IpUHATHE MeEp MO 3alIUTE CBOMX MpPaB B COOTBETCTBUU C 3aKOHOJATEIHLCTBOM
Poccuiickoit denepanmu;

e oOxanoBaHue JedcTBUS uiaM Oe3aeiictBus OmepaTopa, OCYIIECTBISIEMOTO C
HapylleHueM TpeboBaHMM 3akoHoAarenbcTBa Poccuiickoit ®denepanuu B obiactu
MEPCOHAIBHBIX JAHHBIX, B YINOJHOMOYECHHBIH OpraH IO 3alluTe MpaB CyOHBEKTOB
MIEPCOHANIBHBIX TaHHBIX WJIU B CYTI;

® OCYLICCTBICHUE HHBIX IIpaB, NPEIyCMOTPEHHBIX 3aKOHOJATENLCTBOM Poccuiickon
denepanuu.



10. U3meHeHne, 0JJOKMPOBAHNE, YHHUYTOKEHHE MEPCOHATBHBIX TAHHBIX

[lo nmoctmxeHuu ueneil oOpabOTKHU IMEPCOHAIBHBIX JAHHBIX Mosb3oBareis Omneparop
npekpamaer o0paboTKy (XpaHEHHE) €ro MEepCOHANbHBIX JaHHBIX, €CIUM MHOH CPOK XpaHCHHUS
MEPCOHAIBHBIX JTAaHHBIX HE YCTaHOBIEH (eaepanbHbIM 3akoHOM. B 3ToMm ciyuae Omepartop
YHMUTOKAeT IepCcoHalbHbIe JaHHbIe [lonb30BaTens.

11. Mepsbl no o0ecne4eHUI0 3a1UTHI MIEPCOHAIBHBIX JAHHBIX

OmneparopoM HpPENPUHATHI MEpbl, HEOOXOOUMBIE M JOCTaTOYHbIE I OOecreyeHHs
BBINOJIHEHUS 00si3aHHOCTE OnepaTopa, MpenycCMOTPEHHBIX 3aKOHOAATENbCTBOM Poccuiickoi
®denepanum 0 NepcoOHaIbHBIX JaHHBIX.

12. KonpuaeHuaabHOCTh

Ilepconanbubie nanubie [lonb30BaTens ABISAIOTCS KOHOUACHIMATLHONW HHPOpMAaLUe, He
HoJyIeXallel pasrjaleHuio, 1 He MOTryT ObITh HCHOJb30BaHbl OmnepaTopoMm Juisl Lienel, He
nepedncieHHblXx B Hacrosuied [lomutuku. Ilox pasmiameHneM NEPCOHANBHBIX JAaHHBIX B
Hacrosimed IlonuTuke noHumMmaercs JelicTBue wim Oe3lelCTBHE, B pPE3ylbTaTe KOTOPBIX
NepCOHAbHBIEC TaHHBIE B JTF000H BO3MOXKHOM (popme (YCTHOH, MUCbMEHHOM, HHOH (opMe, B TOM
YUCJI€ C UCHOJIb30BAaHMEM TEXHUYECKHUX CPEACTB) CTAHOBSTCS M3BECTHBI TPETbUM JIHIIaM 0Oe3
coryacusi obiaaTesns Takod HHPOpPMaIuK, TH00 BOIPEKU TPaKIaHCKO-TIPAaBOBOMY JIOTOBOPY.

Pasrnamenue nepcoHanbHbIX JaHHbIX 1lonp30BaTens win UX 4acTH JAOIMYCKAETCs TOJIBKO
B ClIy4asix, IMPEAYCMOTPEHHBIX IECHCTBYIOIIMM 3aKOHOAATENLCTBOM Poccuiickon ®enepanuu,
au0o ¢ oraenbHoro cornacus Ilonp3zoBarens.

Oneparop He OCYHIECTBIISET TPaHCTPAaHUUHYIO IepeJadyy IEepCOHAIbHBIX JIAHHBIX
ITons30Barens.

13. OTBeTCTBEHHOCTH

OmnepaTop HeEceT OTBETCTBEHHOCTh 3a HapyIIeHHE OO0sA3aTENIBCTB MO OOECIEYEHHUIO
0e30MacHOCTH U KOH(UACHIMAIHHOCTH TEPCOHANBHBIX JaHHBIX TpU HUX 00paboTke B
COOTBETCTBUM C 3aKOHOJATENBCTBOM Poccuiickoit @enepannu.

14. 3aka0uuTeIbHbIE MOJ0KEHUS

Hacrosmas [Tonutuka siBnsieTcss BHyTpeHHUM TOKyMeHTOM Oneparopa, o0IIeI0CTyTHa |
HOJJIEXKUT pa3meleHuto Ha Caiite.

Hacrosmas IlonuTtuka BcTymaer B CHIy ¢ MOMEHTa ee omyOnukoBanusi Ha Caiite u
pacripocTpaHseTcs Ha TiepcoHaibHble qanHble [loap30Barens, moaydyeHHbIE KakK J0, TaK U MOCIe
BCTYIUIEHUS B Iy HacTosimel [Tonutuku.

OmnepaTop UMEET MPaBO BHOCUTH U3MEHEHUS B HACTOSIIYIO [[0JUTHKY B OTHOCTOPOHHEM
nopsiike ¢ 00s3aTeNbHBIM pa3MelieHrneM [[oTUTHKY B pelakiii ¢ BHECEHHBIMH H3MEHEHUSIMU
Ha caiTe.



